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Executive Summary 

Over the coming years, there are expected to be a number of developments in the 

technology available to be used within Ǌŀƛƭ ƻǇŜǊŀǘƻǊΩǎ workstation design. The changes in 

technology used will have an effect on people, (the users), and the processes that support 

the users in utilising the technology available. This report has been produced to determine 

the key considerations for future workstation design. When defining these key principles, it 

was essential to consider workstation design in the context of Traffic Management (TM) 

Systems. The report captures not only best practice in workstation design but also security 

management systems and operator workload as they are seen as closely related in the 

context of TM Systems.  

The overriding findings from this report are that systems of the future will need an increase 

in flexibility in order to adapt to the: 

Á Changing operational cultures to use more flexible roles, 

Á Changing operational conditions that contain more varied scenarios, 

Á Rapid advances in technology that should be utilised to solve current and future user 

needs, 

Á Increasing need for cyber security to be integrated into the entire lifecycle of system 

design through to operation, 

Á Use of automation and intelligent systems and their effect on workload.  

A number of concepts for future TM workstation design and Human Machine Interface (HMI) 

design have been developed to enable a road map of future TM workstations to be 

produced based on technological readiness and cost. The advantages and disadvantages of 

each concept are evaluated and are discussed in order to provide guidance to operating 

companies or future deployments of TM To ensure the selection of technology is 

appropriate it is important to keep a holistic view of the application of the technology in the 

context of the railway and also how it relates to people and process. Therefore the selection 

of technologies should be based around the user needs and ensure they enhance the safety 

and performance of the railway.  

Due to the expected changes in types of tasks required by operators, an increase in 

collaborative working styles and shared responsibilities, future TM workstation and HMI 

designs need to have greater flexibility in order to react to changing operational demands 

and user needs. TM Workstations and HMI displays therefore need to be configurable to 

support the information requirements for each specific role as well as support each role 

during different scenarios. 

It is predicted at this stage that integrated desktops, an increase in automation and 

intelligent systems or artificial intelligence is where the value proposition will be as it will 
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enable a holistic and meaningful view of the railway to be created to enable effective 

decision making and management of the railway.  

The review of security measures proposes a methodology that builds upon a traditional 

Information Security Management System to create a railway specific Railway Information 

Security Management System. The need for this is ever increasing, as railways, networks and 

partners attempt to work in a more collaborative manner to increase the capacity and 

efficiency of the railway. This increase in collaboration means that information needs to be 

shared digitally which increases the risk of cyber-attacks. 

Being able to accurately measure and predict operational workload means that TM control 

centres of the future can be appropriately sized and manned. The findings from the 

workload tool set proposes a comprehensive set of techniques that can be used to measure 

workload. It then shows how these measurements can be used to predict the impact on staff 

or future TM systems so that changes can be proposed, evaluated and decided upon in a 

controlled manner. 

It is expected that as different technologies continue to develop in maturity and their 

respective value propositions are determined, concept of operations will also continue to 

evolve to make use of the technology available in any given deployment of TM. Therefore 

the recommendations in this report should be reviewed for each deployment of TM to 

ensure they meet the needs of each project and most importantly the end user.  
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Abbreviations and Acronyms 

Abbreviation / Acronyms Description 
ISMS Information Security Management System 

ASTS Ansaldo STS 

AoC Area of Control 

AR Augmented Reality 

DRAWS Defence Research Agency Workload Scales 

EEG Electroencephalograph 
EOG Electrooculogram 
EU European Union 

HF Human Factors 

HMI Human Machine Interface 

INDRA INDRA Sistemas S.A 
ISA Instantaneous Self-Assessment  
ISMS Information Security Management System 

IWS Instant Workload Scale 

IXL Interlocking 

I²M 

Intelligent Mobility Management: information developed as a 
strategically critical asset:  
Å A standardised approach to information management and 

dispatching systems enabling an integrated Traffic Management 
System (TMS).  

Å An Information and Communication Technology (ICT) environment 
supporting all transport operational systems with standardised 
interfaces and with a plug and play framework for TMS 
applications. 

!ƴ ŀŘǾŀƴŎŜŘ ŀǎǎŜǘ ƛƴŦƻǊƳŀǘƛƻƴ ǎȅǎǘŜƳ ǿƛǘƘ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ΨƴƻǿŎŀǎǘΩ 

and forecast network asset statuses with the associated uncertainties 

from heterogeneous data sources.  

In2Rail Innovative Intelligent Rail 

NASA TLX NASA Task Load Index  

NHS National Health Service 

NR Network Rail 

MACE Malvern Capacity Estimate  

MCH Modified Hooper Scales 

ODEC Operational Demand Evaluation Checklist  

PRESTO Predictor of Signaller Time Occupancy  

RISMS Railway Information Security Management Systems 

RFI Rete Ferroviaria Italiana 

SIE Siemens Aktieengesellschaft 

SME Subject Matter Experts 

SWAT Subjective Workload Assessment Technique 

SWORD Subjective Workload Dominance  

THA Thales 
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Abbreviation / Acronyms Description 
TM Traffic Management 

TMS 
Traffic Management System: a traffic control-command and 
supervision/management system, such as ERTMS in the railway sector. 

UC Use Case 

UK United Kingdom 

USD User Centred Design 

WP7 
Work Package 7: System Engineering of Intelligent Mobility 

Management (I²M) of In2Rail. 

WP8 
Work Package 8: Integration Layer of Intelligent Mobility Management 

(I²M) of In2Rail. 

WS Operator Workstation 

VR Virtual Reality 
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1 Background 

¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ŎƻƴǎǘƛǘǳǘŜǎ ǘƘŜ ŦƛǊǎǘ ƛǎǎǳŜ ƻŦ 5ŜƭƛǾŜǊŀōƭŜ 5тΦо ά{ǇŜŎƛŦƛŎŀǘƛƻƴǎ ƻŦ ǘƘŜ Standard 

hǇŜǊŀǘƻǊΩǎ ²ƻǊƪǎǘŀǘƛƻƴέ ƛƴ ǘƘŜ ŦǊŀƳŜǿƻǊƪ ƻŦ ǘƘŜ tǊƻƧŜŎǘ ǘƛǘƭŜŘ άInnovative Intelligent Railέ 

(Project Acronym: In2Rail; Grant Agreement No 635900). 

5тΦо ƛǎ Ƴŀƛƴ ƻǳǘǇǳǘ ƻŦ ¢ŀǎƪ тΦн ά{ǘŀƴŘŀǊŘƛǎŜŘ hǇŜǊŀǘƻǊΩǎ ²ƻǊƪǎǘŀǘƛƻƴέΣ ƻŦ Lƴнwŀƛƭ ²ƻǊƪ 

tŀŎƪŀƎŜ т άLƴǘŜƭƭƛƎŜƴǘ aƻōƛƭƛǘȅ aŀƴŀƎŜƳŜƴǘ όLнaύ ς {ȅǎǘŜƳ 9ƴƎƛƴŜŜǊƛƴƎέΦ The overall 

objective of Work Package 7 (WP7) is to provide the specification to validate the Intelligent 

Mobility Management (I²M) open integrated platform for Traffic Management Systems 

(TMS). WP7 covers three topics, which come at different development stages of the future 

Traffic Management System: 

Á WP7: Task 7.1: to carry out the requirement analysis; 

Á WP7: Task 7.2Υ ǘƻ ǎǇŜŎƛŦȅ ŀ {ǘŀƴŘŀǊŘ hǇŜǊŀǘƻǊǎΩ ²ƻǊƪǎǘŀǘƛƻƴ ŀƭƭƻǿƛƴƎ ǘƘŜ ŘƛǎǇƭŀȅ ŀƴŘ 

control of all services and functions applied in an integrated traffic control centre; 

Á WP7: Task 7.3: to validate an integrated I²M TRL3 proof-of-concept built around the 

Integration and Application Layer, the Demand Management functionalities and the 

Ψƴƻǿ ŎŀǎǘƛƴƎΩ ŀƴŘ ŦƻǊŜŎŀǎǘƛƴƎ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪ ŀǎǎŜǘǎ ǎǘŀǘǳǎΦ 

This report is the main output of Task 7.2.   

1.1 Partners Involved 

The following companies are involved in Task 7.2: 

Á Thales (THA); 

Á Network Rail (NR); 

Á Siemens Aktieengesellschaft (SIE); 

Á INDRA Sistemas S.A (INDRA); 

Á Ansaldo (ASTS); 

Á Rete Ferroviaria Italiana (RFI). 

1.2 Summary of Task 7.2 subtasks 

Five sub-tasks have been identified to meet the goals of In2Rail task 7.2. These subtasks are 

defined as: 

Á Subtask 7.2.1 ς User Requirement Specification: Operator Workstation user 

requirements are captured and defined; define the end user population, establish use 

cases, carry out link analysis and review appropriate standards.  

Á Subtask 7.2.2 ς Specification of Security Measures: define security measures for 

standardised desk: review the current best practice, define audit requirements, 

define access control and define regulatory compliance.  
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Á Subtask 7.2.3 ς Design Guidelines for Standardised Desk: define design guidelines for 

standardised desk: define maintenance and environmental requirements and ensure 

inclusive design principles are followed. 

Á Subtask 7.2.4 ς Conceptual Workstation Design: produce conceptual design for 

standardised desk: identify appropriate case study from industry and develop sketch 

of standardised desk; define conceptual design for the Workstation Application. 

Á Subtask 7.2.5 ς Workload Analysis for Operators: define Workload analysis context: 

review current best practice, define key variables for operational workload, propose 

framework and test workload toolset. 

In order to provide a structure for the partners involved and make clear the lead and support 

for each task, Table 1.1 was produced. This shows the secondary subtasks that make up the 

subtasks. For example, 7.2.1.1 (define the end user population) is a secondary subtask of 

subtask 7.2.1 (User requirements specification). Table 1.1 also indicates which partner was 

leading (YL blue) and which of the remaining partners were providing support (Y yellow).  

This split and allocation of secondary subtasks allowed the work to be shared appropriately 

between the partners to enable a collaborative approach to be taken. It also allowed cross 

fertilization of ideas and solutions when addressing complex issues. 

During Task 7.2 it became clear that there was a lot of overlap between subtasks 7.2.1, 7.2.3 

and 7.2.4. In order to keep the deliverable for this task usable the outputs from these 

subtasks have been combined to form one section, section 4: Considerations for Future TM 

Workstation. The result is that the output from all of the subtasks in the above table will be 

presented in three sections in this report: 

Á Section 4: Considerations for future TM workstation (combination of subtasks 7.2.1, 

7.2.3 and 7.2.4); 

Á Section 5: Specification of Security Measures (subtask 7.2.2); 

Á Section 6: Workload Analysis for Operators (subtask 7.2.5). 
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Table 1.1: A table to show the detailed subtask and secondary subtask breakdown per partner 

  

Thales Ansaldo NR Siemens RFI Indra

7.2.1

7.2.1.1

Define the end user population for the equipment (roles both

operations and engineering)
Y YL Y Y Y N

7.2.1.2

Establish the use cases (including consideration for the railway usage 

(metro Vs highspeed) and operational scenario (normal, abnormal,

degraded and emergency) for the equipment such that the tasks

required of the various roles can be established. 

Y YL Y Y Y N

7.2.1.3

Carry out a link analysis of the equipment required to be located on

the desk such that functional grouping can be defined
Y YL Y N Y N

7.2.1.4

Review appropriate standards to define the current recognised best

practice in control room equipment design
Y YL Y N N N

7.2.1.5

Derive Workstation requirements to fill gap from 7.1 - Request NR &

RFI current TMS workstation requirements and align with functional

requirements 
Y YL Y N N N

7.2.2

7.2.2.1 State of the art related to Information Security Management Systems
N Y N Y Y YL

7.2.2.2

Definition and design of a Train Traffic Information Security

Management System
N Y N Y Y YL

7.2.2.3 Synthesis and documentation N Y N Y Y YL

7.2.3

7.2.3.1

Defining the maintenance requirements of the equipment 

(hardware/software) 
Y YL Y Y Y N

7.2.3.2

Define the environmental requirements for the room and the 

equipment within the room
Y YL N N Y N

7.2.3.3

Consultation with disability groups to define the specific needs of 

users with special needs
YL N N N N N

7.2.3.4

Hold requirements review workshops to rationalise the output from the 

above tasks to ensure a usable deliverable
Y YL N N Y N

7.2.4

7.2.4.1 Identify appropriate case study from industry YL N N N Y N

7.2.4.2

Develop Sketch of standardised desk based on guidelines & Case 

study
YL N N N N N

7.2.4.3 Develop AutoCad drawings YL N N N N N

7.2.4.4

Operator workstation application: definition of list of views, layout of 

those views in the screens, and explore the possibility of 

standardizing any of the views
Y N N YL Y N

7.2.5

7.2.5.1

Review current best practise for workload assessment within the rail

industry YL Y Y Y Y N

7.2.5.2

Define the key variables for operational workload such that they can

be considered during the design of the assessment YL Y Y Y Y N

7.2.5.3

Propose a framework / tool set for assessing operational workload

that could be applied consistently across deployments YL Y Y Y Y N

7.2.5.4

The final task will be to test the workload tool set under controlled

conditions against the use cases established as part of 7.2.1 YL Y Y Y Y N

Updated task definition

Partner Involvement per subtask

Workload Analysis for Operators 

Conceptual Workstation Design 

Design guidelines for standardised desk 

Specification of Security Measures 

User Requirement Specification
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2 Objective / Aim 

2.1 Objective 

The objective of Task 7.2 is to ŘŜǎƛƎƴ ŀ ¢ǊŀŦŦƛŎ aŀƴŀƎŜƳŜƴǘ ό¢aύ ά{ǘŀƴŘŀǊŘ hǇŜǊŀǘƻǊΩǎ 

²ƻǊƪǎǘŀǘƛƻƴέ ǘƘŀǘ ŀƭƭƻǿǎ ǘƘŜ ǳǎŜǊ ǘƻ ŘƛǎǇƭŀȅ ŀƴŘ ƳŀƴŀƎŜ ŀƭƭ ǎŜǊǾƛŎŜǎ and functions applied in 

an integrated Traffic Control Centre.  

The solution draws upon best practice in the principles of workstation design, use of 

emerging technologies where possible but most importantly, the design must have the 

flexibility to support the future needs of TM control room operators. 

2.2 Document Structure 

This document contains the following sections: 

Á Section 3: The design process followed: this section gives an overview of the key 

workshops and meetings held in order to produce this report and evaluate TM 

workstation design and HMI concepts;  

Á Section 4: Considerations for future TM workstations:  this section contains the 

output of subtasks 7.2.1 άUser Requirements SpecificationέΣ ǎǳōǘŀǎƪ 7.2.3: άDesign 

Guidelines or Standardised Workstationέ ŀƴŘ {ǳōǘŀǎƪ 7.2.4: άConceptual Workstation 

Designέ. As stated in Section 1.2, the output from these subtasks has been combined 

as there is a natural link between them. It was therefore felt that it would provide an 

improved reader experience to combine them; 

Á Section 5: Specification of security measures: this section provides the output of 

subtask 7.2.2 and gives an overview of security measures and security measures in 

the context of traffic management; 

Á Section 6: Workload analysis for operators: this section provides the output of 

subtask 7.2.5 and gives an overview of generic workload principles, workload 

principles in the context of traffic management and provides an In2Rail toolset to 

measure and predict workload in future TM systems. 

Á Section 7: Conclusion: this section provides a summary of each of the key subtasks 

findings; Considerations for traffic management workstations (Section 4), 

Specification of security measure (Section 5) and Workload analysis for operators 

(section 6). 

 



In2Rail   Deliverable D7.3 

Specifications of the Standard Operator Workstation 

GA 635900  Page 15 of 205 
 

3 Design Process 

This section gives an overview of the workshops and meetings that have taken place as part 

of Task 7.2.  

There have been four major workshops and face to face meetings that have taken place 

throughout Task 7.2. A summary of these workshops and meetings can be seen below: 

 

Note as well as the above workshops and meetings, monthly teleconferences were held 

between all partners to review progress and raise any project risks or issues.  

1 
ÅWP7.2 Kick off Meeting - Paris (Sept 2015) 

ÅDiscussed scope of each sub-task 

2 
ÅWP7.2 Progress Meeting - Madrid (Septemper 2015) 

ÅDiscussed detailed plans (estimations, level of effort etc).  

3 
ÅWP Progress Meeting - London (December 2016) 

ÅDiscussed progress on partners tasks  

4 
ÅSubtask 7.24 Workshop Genoa (June 2016) 

ÅEvaluated workstation and detailed screen view concepts  
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4 Considerations for Future TM Workstations  

This section contains the output of the following subtasks:  

Á Considerations for future TM workstation (Combination of subtasks 7.2.1, 7.2.3 and 

7.2.4); 

Á Specification of Security Measures (Subtask 7.2.2); 

Á Workload Analysis for Operators (Subtask 7.2.5). 

4.1 Key terminology 

The following terminology is used throughout this report and it is important that everybody 

has the same understanding: 

The operator workstation is a key component of the integrated traffic control centre that 

allows the display and control of all services and functions by an Operator. It consists of: 

Á Hardware, constituted by a processor unit and a set of input and output devices 

(HMI) aimed to facilitate physically the interaction with the operator. 

Á Software, usually organized in a layered structure, where the application occupies 

the top level. 

Lƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ǘƘŜ Lƴнwŀƛƭ ²tтΣ άƛƴǘŜƎǊŀǘŜŘ ǘǊŀŦŦƛŎ ŎƻƴǘǊƻƭ ŎŜƴǘǊŜέ ƛǎ ŀ ǘŜǊƳ ǘƘŀǘ ǊŜŦŜǊǎ ǘƻ 

the Traffic Management Systems (TMS) and dispatching systems of the future, for the next 

25 years. 

An operator is any person that is allowed to interact with the TMS. It is assumed that 

Operators are employees of a Railways Infrastructure Manager (IM). Operators may play at 

least one defined role according to the organization in the IM. 

The application is the main component from a functional point of view of Operator 

Workstation. It implements the functional requirements specification as well as the human-

machine interface (HMI) with Operator. 

The HMI comprises of: 

Á Input devices: which are the means that the Operator can use to release commands 

and control the railways signalling system. Input devices may be implemented by 

different technologies; 

Á A graphical user interface: where the railways signalling system is represented as 

well as the operational status of the TMS components, through a set of graphical 

resources such as layouts and views. 

4.2 Design Journey 

Throughout the document are a number of graphical images aiming to explain concepts or 

ŎƻƴǎƛŘŜǊŀǘƛƻƴǎΦ ¢ƘŜǎŜ ƛƳŀƎŜǎ ǿƛƭƭ ōŜ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ΨǘƘŜ ŘŜǎƛƎƴ ƧƻǳǊƴŜȅΩ ŀƴŘ ǎŜǘ ǘƘŜ ǎŎŜƴŜ ŦƻǊ 
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the problem space that needs to be resolved by future workstation design and operational 

role requirements. They should help the reader understand the thought process of the 

partnership during the analysis and decision making. 

Figure 4.1 describes the problem space and the impact that technology changes will have on 

future control room considerations.   

Figure 4.2 describeǎ ǘƘŜ ƘƛƎƘ ƭŜǾŜƭ ƳƻŘŜƭ ƻŦ ŦǳǘǳǊŜ ŎƻƴǘǊƻƭ ǊƻƻƳΩǎ ŎƻƴŎŜǇǘ ƻŦ ƻǇŜǊŀǘƛƻƴǎΦ 

Operators in the control room are expected to form multi-disciplinary, collaborative teams 

that are able to proactively monitor and control the railway. 

Figure 4.3 ŘŜǎŎǊƛōŜǎ Ƙƻǿ ǘƘŜ ŦǳǘǳǊŜ ΨǇƻŘ ǿƻǊƪƛƴƎΩ ƛǎ ŜȄǇŜŎǘŜŘ ǘƻ ƻǇŜǊŀǘŜ ƛƴ ƴƻǊƳŀƭ 

operation. Task boundaries and responsibilities will be well defined and clear. Pod working is 

the concept that a group of individuals work closely together as a team in order to work 

towards common goals in a collaborative working style. 

Figure 4.4 dŜǎŎǊƛōŜǎ Ƙƻǿ ǘƘŜ ŦǳǘǳǊŜ ΨǇƻŘ ǿƻǊƪƛƴƎΩ ƛǎ ŜȄǇŜŎǘŜŘ ǘƻ ƻǇŜǊŀǘŜ ƛƴ ŘŜƎǊŀŘŜŘ 

operation.  The pod will use shared information to collaboratively problem solve during 

incidents and degraded modes. There will be shared responsibility. 
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Figure 4.1: Design Journey Image 1 - Future control room considerations 
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Figure 4.2: Design Journey Image 2 - Changes to concept of operations 
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